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32 CFR Ch. I (7–1–14 Edition) § 312.13 

confidential sources incident to Fed-
eral employment, military service, 
contract, and security clearance deter-
minations, to preserve the confiden-
tiality and integrity of Federal testing 
materials, and to safeguard evaluation 
materials used for military promotions 
when furnished by a confidential 
source. The exemption rule for the 
original records will identify the spe-
cific reasons why the records are ex-
empt from specific provisions of 5 
U.S.C. 552a. 

[56 FR 51976, Oct. 17, 1991, as amended at 57 
FR 24547, June 10, 1992; 61 FR 2916, Jan. 30, 
1996; 64 FR 72929, Dec. 29, 1999; 68 FR 37969, 
June 26, 2003; 69 FR 7366, Feb. 17, 2004; 71 FR 
64632, Nov. 3, 2006] 

EFFECTIVE DATE NOTE: At 79 FR 25506, May 
5, 2014, § 312.12 was amended by adding para-
graph (k), effective July 14, 2014. For the con-
venience of the user, the added text is set 
forth as follows: 

§ 312.12 Exemptions. 

* * * * * 

(k) System identifier: CIG–29. 
(1) System Name: Privacy and Civil Lib-

erties Complaint Reporting System. 
(2) Exemptions: Any portion of this record 

system which falls within the provisions of 5 
U.S.C. 552a (j)(2), (k)(2)and (k)(5) may be ex-
empt from the following subsections of 5 
U.S.C. 552a: (c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), (e)(4)(I). 

(3) Authority: 5 U.S.C. 552a(j)(2), (k)(2), and 
(k)(5). 

(4) Reasons: To ensure the integrity of the 
privacy and civil liberties process. The exe-
cution requires that information be provided 
in a free and open manner without fear of 
retribution or harassment in order to facili-
tate a just, thorough, and timely resolution 
of the complaint or inquiry. Disclosures from 
this system can enable individuals to con-
ceal their wrongdoing or mislead the course 
of the investigation by concealing, destroy-
ing, or fabricating evidence or documents. In 
addition, disclosures can subject sources and 
witnesses to harassment or intimidation 
which may cause individuals not to seek re-
dress for wrongs through privacy and civil 
liberties channels for fear of retribution or 
harassment. There is a clear need to protect 
national security information from inad-
vertent disclosure. 

§ 312.13 Ownership of OIG investiga-
tive records. 

(a) Criminal and or civil investiga-
tive reports shall not be retained by 
DoD recipient organizations. Such re-

ports are the property of OIG and are 
on loan to the recipient organization 
for the purpose for which requested or 
provided. All copies of such reports 
shall be destroyed within 180 days after 
the completion of the final action by 
the requesting organization. 

(b) Investigative reports which re-
quire longer periods of retention may 
be retained only with the specific writ-
ten approval of OIG. 

§ 312.14 Referral of records. 
An OIG system of records may con-

tain records other DoD Components or 
Federal agencies originated, and who 
may have claimed exemptions for them 
under the Privacy Act of 1974. When 
any action is initiated on a portion of 
any several records from another agen-
cy which may be exempt, consultation 
with the originating agency or compo-
nent will be affected. Documents lo-
cated within OIG system of records 
coming under the cognizance of an-
other agency will be referred to that 
agency for review and direct response 
to the requester. 

PART 313—THE CHAIRMAN OF THE 
JOINT CHIEFS OF STAFF AND THE 
JOINT STAFF PRIVACY PRO-
GRAM 

AUTHORITY: Pub. L. 93–579, 88 Stat. 1896 (5 
U.S.C. 552a). 

§ 313.1 Source of regulations. 
The Office of the Joint Chiefs of Staff 

is governed by the Privacy Act imple-
mentation regulations of the Office of 
the Secretary of Defense, 32 CFR part 
311. 

[40 FR 55535, Nov. 28, 1975. Redesignated at 56 
FR 55631, Oct. 29, 1991, as amended at 56 FR 
57802, Nov. 14, 1991] 

PART 314—DEFENSE ADVANCED 
RESEARCH PROJECTS AGENCY, 
PRIVACY ACT OF 1974 

AUTHORITY: Pub. L. 93–579, 88 Stat. 1896 (5 
U.S.C. 552a). 

§ 314.1 Source of regulations. 
The Defense Advanced Research 

Projects Agency is governed by the 
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Office of the Secretary of Defense § 316.6 

Privacy Act implementation regula-
tions of the Office of the Secretary of 
Defense, 32 CFR part 311. 

[40 FR 55535, Nov. 28, 1975. Redesignated at 56 
FR 55631, Oct. 29, 1991, as amended at 56 FR 
57802, Nov. 14, 1991] 

PART 315—UNIFORMED SERVICES 
UNIVERSITY OF HEALTH 
SCIENCES, PRIVACY ACT OF 
1974 

AUTHORITY: Pub. L. 93–579, 88 Stat. 1896 (5 
U.S.C. 552a). 

§ 315.1 Source of regulations. 
The Uniformed Services University of 

the Health Sciences, is governed by the 
Privacy Act implementation regula-
tions of the Office of the Secretary of 
Defense, 32 CFR part 311. 

[40 FR 55535, Nov. 28, 1975. Redesignated at 56 
FR 55631, Oct. 29, 1991, as amended at 56 FR 
57802, Nov. 14, 1991] 

PART 316—DEFENSE INFORMATION 
SYSTEMS AGENCY PRIVACY 
PROGRAM 

Sec. 
316.1 Purpose. 
316.2 Applicability. 
316.3 Authority. 
316.4 Definitions. 
316.5 Policy. 
316.6 Procedures and responsibilities. 
316.7 Questions. 
316.8 Exemptions. 

AUTHORITY: Pub. L. 93–579, 88 Stat. 1986 (5 
U.S.C. 552a). 

SOURCE: 40 FR 55535, Nov. 28, 1975, unless 
otherwise noted. Redesignated at 57 FR 6074, 
Feb. 20, 1992. 

§ 316.1 Purpose. 
This part delineates responsibility 

and provides guidance for the imple-
mentation of Pub. L. 93–579 (Privacy 
Act of 1974). 

§ 316.2 Applicability. 
This part applies to Headquarters, 

Defense Information Systems Agency 
(DISA) and DISA field activities. 

[40 FR 55535, Nov. 28, 1975. Redesignated at 57 
FR 6074, Feb. 20, 1992, as amended at 62 FR 
26389, May 14, 1997] 

§ 316.3 Authority. 

This part is published in accordance 
with the authority contained in 32 CFR 
part 310, August 1975. 

[40 FR 55535, Nov. 28, 1975. Redesignated and 
amended at 57 FR 6074, Feb. 20, 1992] 

§ 316.4 Definitions. 

Add to the definitions contained in 32 
CFR 310.6 the following: 

System Manager: The DISA official 
who is responsible for policies and pro-
cedures governing a DISA System of 
Record. His title and duty address will 
be found in the paragraph entitled 
Sysmanager in DISA’s Record System 
Notices which are published in the 
FEDERAL REGISTER in compliance with 
provisions of the Privacy Act of 1974. 

[40 FR 55535, Nov. 28, 1975. Redesignated and 
amended at 57 FR 6074, Feb. 20, 1992; 62 FR 
26389, May 14, 1997] 

§ 316.5 Policy. 

It is the policy of DISA: 
(a) To preserve the personal privacy 

of individuals, to permit an individual 
to know what records exist pertaining 
to him in the DISA, and to have access 
to and have a copy made of all or any 
portion of such records and to correct 
or amend such records. 

(b) To collect, maintain, use, or dis-
seminate any record of identifiable per-
sonal information in a manner that 
assures that such action is for a nec-
essary and lawful purpose; that the in-
formation is timely and accurate for 
its intended use; and that adequate 
safeguards are provided to prevent mis-
use of such information. 

[40 FR 55535, Nov. 28, 1975. Redesignated at 57 
FR 6074, Feb. 20, 1992, as amended at 62 FR 
26389, May 14, 1997] 

§ 316.6 Procedures and responsibil-
ities. 

(a) The Counsel, DISA, is hereby des-
ignated the Privacy Act Officer for 
DISA and is responsible for insuring 
that an internal DISA Privacy Pro-
gram is established and maintained. He 
will also insure that all echelons of 
DISA effectively comply with and im-
plement 32 CFR part 310. 

(b) The Civilian Assistant to the 
Chief of Staff will be responsible for 
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